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Abstract—In this work we analyze the average guesswork for
the problem of hashed password cracking (i.e., finding a password
that has the same hash value as the actual password), when
averaging over all hash functions whose effective distribution is
i.i.d. Bernoulli(p) for any strategy of guessing passwords one
by one (i.e., the fractions of passwords that are hashed to any
bin, correspond to a probability mass function, which is i.i.d.
Bernoulli(p)).
We analyze the average guesswork under both online and
offline attacks by deriving upper and lower bounds on the average
guesswork as a function of the bins to which passwords are
hashed, along with the most likely average guesswork, that is,
the average guesswork of the most likely set of bins. Furthermore,
we provide a concentration result that shows for this problem,
that the probability mass function of guesswork is concentrated
around its mean value.
These results give quantifiable bounds for the effect of bias
as well as the number of users on the average guesswork of a
hash function, and show that increasing the number of users has
a far worse effect than bias in terms of the average guesswork.
However, when there exists a backdoor mechanism that enables
“beamforming” certain passwords to the least likely bins, bias
can in fact increase the average guesswork.

I. I NTRODUCTION
A password is a means of protecting information by allowing access only to an authorized user who knows it.
A system that provides services to multiple users, usually
stores their passwords on a server; the system accesses the
passwords stored on the server in order to validate a password
that is provided by a user. Protecting passwords that are
stored on a server is important since servers are likely to be
attacked by hackers; once a server is successfully attacked, all
user accounts are compromised when the passwords are not
properly protected, [1] ,[2] (e.g., if the passwords are stored
in plain-text, then once the server is hacked the attacker gets
a hold of all passwords that are stored on it, and therefore can
break into any account).
The most prevalent method of protecting passwords on a
server is using one-way hash functions which can be computed easily but can not be inverted easily [3]. Essentially,
cryptographic hash functions are the “workhorses of modern
cryptography” [4] and enable, among other uses, to securely
protect passwords against offline attacks. Hashing has many
applications in various fields such as compression [5], search
problems [6], as well as cryptography [7]. When it comes to
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message authentication codes (MAC) [8] it is meaningful to
consider keyed hash functions. Keyed hash functions can be
viewed as a set of hash functions, where the actual function
which is used is determined by the value assigned to a
key, which is a secret [9]. A practical keyed hash function
that enables one to securely use off-the-shelf computationally
secured hash functions, is a keyed-hash message authentication
code (HMAC) [8].
The two main scenarios of password cracking are online
guessing attack and offline attack [2]. In an online guessing
attack an attacker tries to login under a certain user name by
guessing passwords one by one until he finds a password that
is hashed values to the same value as the original password.
Offline attack occurs when an attacker gets a hold of the
hashed values that are stored in the system; the attacker
searches for a password that is hashed to any of the these
values.
In this work we derive the average guesswork for password
cracking in both online and offline attacks. Guesswork is the
number of attempts required to guess a secret. The guesswork
is a random variable whose probability mass function depends
on the statistical profile according to which a secret is chosen
along with the strategy used for guessing. It was first introduced and analyzed by Massey [10] who lower bounded the
average guesswork by the Shannon entropy. Arikan showed
that the rate at which any moment of the guesswork increases
is actually equal to the Renyi entropy [11], and is larger than
the Shannon entropy unless the secret is uniformly distributed
in which case both are equal. Guesswork has been analyzed
in many other scenarios such as guessing up to a certain level
of distortion [12], guessing under source uncertainty with and
without side information [13], [14], using guesswork to lower
bound the complexity of sequential decoding [11], guesswork
for Markov chains [15], guesswork for multi-user systems [16]
as well as guesswork for the Shannon cipher system [17].
In this work we consider a slightly different version of
guesswork, as a hash functions is a mapping from a larger
domain to a smaller range, and so an attacker needs to guess a
password that has the same hash value as the original password
and not necessarily the password.
We derive the average guesswork when either averaging
over all hash functions whose effective distribution (i.e., the
fraction of passwords that are hashed to any bin, which is the
number of inputs that are hashed to a bin divided by the total

number of inputs) is i.i.d. Bernoulli(p) and for any strategy
of guessing passwords one, or by averaging over all strategies
of guessing passwords one by one and for any hash function
that has effective distribution which is i.i.d. Bernoulli(p), when
passwords are uniformly distributed.
We show that under an online attack, when the number of
bins is 2m and the number of users is 2H(s)·m , where 1/2 ≤
s ≤ 1, the rate at which the average guesswork increases
(as a function of m) is upper bounded by H (s) + D (s||p)
when (1 − p) ≤ s ≤ 1, and 2 · H (p) + D (1 − p||p) − H (s)
when 1/2 ≤ s ≤ (1 − p), and is lower bounded by
H (s) + D (1 − s||p), where D (·||·) is the Kullback-Leibler
divergence, and H (·) is the binary Shannon entropy [5].
Furthermore, we show that the most likely rate at which
the average guesswork increases when passwords are drawn
uniformly is H (p). Finally, we prove that when averaging
over all passwords (as well as over all hash functions or all
possible strategies) the average guesswork scales like 2m .
Under an offline attack, we derive lower and upper bounds
for the average guesswork and show that the rate at which the
average guesswork increases is upper bounded by D (s||p),
and lower bounded by D (1 − s||p) when 1 − p ≤ s ≤ 1 as
well as 0 for 1/2 ≤ s ≤ 1 − p. We also find the most likely
average guesswork when passwords are drawn uniformly and
show that it increases at rate H (p) − H (s).
These results give quantifiable bounds for the effect of bias
as well as the number of users on the average guesswork of a
hash function. Interestingly, it turns out that the effect of bias
on the average guesswork is far less significant than the effect
of increasing the number of users.
Note that the upper bounds in both online and offline attacks
are unbounded functions that increase as p decreases. These
upper bounds are achieved when users choose passwords that
are hashed to the least likely bins, in which case finding a
password that is hashed to one of them is much harder than
finding a password that is hashed to balanced bins (i.e., bins
of a hash function that is not biased). In [18] it is shown that
when there exists a back door mechanism that “beamformes”
passwords to the least likely bins, these upper bounds can be
achieved.
Finally, we provide a concentration result showing that the
probability of drawing a strategy for which the number of
guesses is smaller than 2(H(s)+D(s||p))·m for any hash function
whose effective distribution is i.i.d. Bernoulli(p), vanishes
exponentially as a function of m; this result also holds in the
case when considering the fraction of hash functions for which
the average guesswork is smaller than 2(H(s)+D(s||p))·m for
any strategy of guessing passwords. Note that H (s)+D (s||p)
is smaller than 2 · H (p) + D (1 − p||p) − H (s) in the range
1/2 ≤ s ≤ (1 − p).
The paper is organized as follows. We begin in Section II
with background and basic definitions. The problem setting
is presented in Section III, followed by the main results in
Section IV. Section V concludes the paper. In this paper we
present sketch of proofs, the full proofs can be found in [18].

II. BACKGROUND AND BASIC D EFINITIONS
In this section we present basic definitions and results in
the literature that we use throughout the paper.
Consider the following game: Bob draws a sample x from
a random variable X, and an attacker Alice who does not
know x but knows the probability mass function PX (·),
tries to guess it. An oracle tells Alice whether her guess
is right or wrong. The number of guesses it takes Alice to
guess x successfully is a random variable G (X) (which is
termed guesswork) that takes only positive integer values.
The optimal strategy of guessing X that minimizes all non
negative moments of G (X) is guessing elements in X based
on their probabilities in descending order [10], [11], such that
G (x) < G (x0 ) implies pX (x) > pX (x0 ), i.e. a dictionary
attack [19]; where G (x) is the number of guesses after which
the attacker guesses x. In this paper we analyze the optimal
guesswork and therefore with slight abuse of notations we
define G (X) to be the optimal guesswork.
It has been shown that the moments of guesswork are dictated by the Renyi entropy [11]. For example, when drawing a
random vector X of length k, which is independent and identically distributed (i.i.d.) with distribution P = [p1 , . . . , pM ], the
exponential growth rate of the average guesswork scales according to the Renyi entropy Hα (X) with parameter α = 1/2
[11]:
!
X 1/2
1
lim log2 (E (G (X))) = H1/2 (P ) = 2 · log2
pi
k→∞ k
i
(1)
P
where H 21 (P ) ≥ H (P ) = − x∈X p (x) log (p (x)) which
is the Shannon entropy, with equality only for the uniform
probability mass function.
In this paper we derive guesswork for hash functions, where
a hash function h (·), is a mapping from a larger domain A to
a smaller range B. In this work we assume that the input is of
size n bits whereas the output is m bits long, where n > m.
We term the output of a hash function bin which is denoted
by b. For the analysis of the average guesswork for any hash
function, we define the fractions of inputs that are hashed to
any bin; we use the following definition throughout the paper.
Definition 1 (The effective probability of a hash function).
Consider a hash function with an input of size n and an output
of size m, where n > m. The effective probability of a hash
function is defined as follows
2n

1 X
Fh (b) = n
1b (h (i)) b ∈ {1, . . . , 2m }
(2)
2 i=1

1 x=b
where 1b (x) =
, and b represents any bin of
0 x 6= b
h (·). Thus, Fh (b) is the ratio between the number of inputs
that are hashed to bin b, and the total number of inputs.
Definition 2. A Ph (b)-hash function is a hash function whose
effective probability Fh (b) as presented in Definition 1 equals

the pobability mass function Ph (b), where b ∈ {1, . . . , 2m }
represents the bins of h (·).
Definition 3. A Ph (b)-set of hash functions is all hash
functions whose effective probability equals Ph (b) as given
in Definition 1, that is, these hash functions are identical up
to a permutation of their inputs.
III. P ROBLEM S ETTING
In this section we define the problem as well as attack
models, and extend the definition of average guesswork to
the case of cracking passwords.
The method according to which passwords are stored in the
system is as follows: Users are registered in the system; in
order to access the system a user provides his user name and
password; the system does not store the passwords, but rather
stores the user names and the hashed values of the passwords.
Furthermore, the following protocol grants a user access: The
user sends its user name to the system; the system pulls up
the bin value which is coupled with this user name; the user
types a password that the system in turn hashes so that when
the hashed value matches the bin stored in the system access
is granted.
Definition 4 (An online Attack). The attack model:
• The attacker does not know does not which hash function
is used. He may know its effective probability.
• The attacker neither knows the passwords of the users
nor their hash values, which are stored in the system.
• The attacker guesses the passwords one by one according
to whatever order he chooses.
• The attacker chooses a user name and then guesses
passwords one by one. If the hash value of his guess
does not match the hash value of the password, then he
moves on to the next guess; once the hashed value of his
guess is equal to the one of the password, he can access
the system.
Definition 5 (An offline attack). Assume that the attacker
knows the hashed values of the passwords of the users, which
are stored in the system; yet he does not know the passwords of
the users and what hash function the system uses. Other than
that, the attack model is identical to the one in Definition 4.
Definition 6 (The guesswork for cracking a certain bin). The
guesswork for cracking a bin b, denoted by G (b), is the
number of guesses required to find a password which is hashed
to bin b (i.e., not necessarily the password of the user).
Definition 7 (Averaging Arguments). The guesswork of the
Ph (b)-set of hash functions is averaged over all elements in
the set for any strategy of guessing passwords, whereas the
guesswork of any Ph (b)-hash function is averaged over all
possible strategies of guessing passwords one by one. The
average is performed over a uniform distribution.
Remark 1. In this paper we assume that passwords are
drawn uniformly. When passwords are biased there is a
certain optimal strategy [11] and therefore, there is no use of

averaging over all possible strategies. In this case averaging
is done over the Ph (b)-set of hash functions as presented in
Definition 7. In this case the average guesswork is equal to
the dominant term between the average number of guesses
required to guess the password, and the average number of
guesses required to guess a password that is hashed to the
same bin. More details appear in [18].
Definition 8 (The average
Assume that the number
attacker draws uniformly
average guesswork across

guesswork under an online attack).
of users M ≤ 2m and that the
a user out of the M users. The
all users is
1 X
E (G (b))
(3)
E (GT (B)) =
M
b∈B

where G (·) is the guesswork as a function of the bin as given
in Definition 6, the average is done according to Definition
7 assuming that the attacker only knows that passwords are
drawn uniformly, and given that the passwords are hashed to
the set of M bins B.
IV. M AIN R ESULTS
In this section we derive the average guesswork when
the attacker knows that passwords are drawn uniformly, that
is, each password consists of n bits that are drawn i.i.d.
Bernoulli(1/2). We average according to Definition 7 for both
online and offline attacks, and derive upper and lower bound
assuming that the passwords are hashed to a certain set of
bins as well as find the most likely average guesswork , that is,
when 2H(s)·m users draw passwords we find the most probable
average guesswork. In addition, we present a concentration
result.
In order to derive the bounds we assume that the bins to
which passwords are hashed are either the most likely bins
or the least likely ones. This in turn enables us to come up
with a lower and an upper bounds for the average guesswork
respectively assuming that none of the pairs of passwords
is hashed to the same bin. Furthermore, we find the most
probable average guesswork by characterizing the most likely
set of bins that have the same average guesswork.
The results of this section provide quantifiable bounds for
the effect of bias as well as the effect of the number of users,
on the average guesswork of a hash function. Furthermore,
these results show that increasing the umber of users has a far
worse effect on the average guesswork than bias.
A. The average guesswork under an online attack
We analyze the guesswork based on the method of types [5].
A bin b of m bits is of type q (b) in case N (1|b) /m = q (b)
where N (1|b) is the number of occurrences of the number 1
in the binary vector b.
Lemma 1 (The average guesswork of every bin). When the
attacker does not know which hash function hashes the passwords, Ph (b) represents drawing m bits i.i.d. Bernoulli(p),

and n ≥ (1 + ) · m · (log (1/p)) where  > 0, the average
guesswork of bin b ∈ {1, . . . , 2m } increases at rate
lim

m→∞

1
1
log (E (GT (b))) = lim
log (1/Ph (b)) =
m→∞
m
m
H (q (b)) + D (q (b) ||p) .
(4)

Sketch of proof. The full proof appears in [18] Corollary 12.
The general idea is bounding the probability of guesswing a
password that is hashed to bin b by geometric distribution.
Theorem 1 (Bounds on the average guesswork under an
online attack). When the attacker does not know which hash
function hashes the passwords, there are 2H(s)·m−1 users
whose passwords are hashed to different bins, where, 1/2 ≤
s ≤ 1, Ph (b) represents drawing m bits i.i.d. Bernoulli(p),
and n ≥ (1 + ) · m · log (1/p) where  > 0, the rate of the
average guesswork is bounded by
1
log (E (GT (B)))
H (s) + D (1 − s||p) ≤ lim
m→∞ m

H (s) + D (s||p)
(1 − p) ≤ s ≤ 1
≤
(5).
2 · H (p) + D (1 − p||p) − H (s) 1/2 ≤ s ≤ (1 − p)
Proof. The full proof appears in [18] Theorem 4. It is achieved
by analyzing the concave function 2 · H (q) + D (q||p).
Corollary 1 (The most likely average guesswork under online attacks). When the attacker does not which hash function hashes the passwords, there are 2H(s)·m users, 1/2 ≤
s ≤ 1, Ph (b) represents drawing m bits i.i.d. Bernoulli(p),
n ≥ (1 + ) · m · log (1/p), and passwords are drawn i.i.d.
Bernoulli(1/2), we get the following results:
•

•
•

The probability that all passwords are hashed to different
bins of type q such that 0 ≤ 1 − s < q ≤ p ≤ 1/2, dem·(2·H(1−s)−H(q))
H(1−s)·m
creases like e−2
× 2−m·D(q||p)·2
.
In this case the average guesswork of any of the users
increases like 2m·(H(q)+D(q||p)) .
Furthermore, the most likely type is q = p in which case
the average guesswork is 2m·H(p) .

Proof. The full proof appears in [18] Corollary 4.
Corollary 2 (The Average Guesswork when averaged over all
passwords). When each user chooses its password uniformly,
the average guesswork when averaging over the passwords
increases at rate that is equal to
1
log (E (GD (B))) = 1
m
where GD (B) is the guesswork of any user, and n ≥ (1 + ) ·
m · log (1/p).
lim

m→∞

Proof. When passwords are drawn uniformly, the probability
of drawing a password that is hashed to bin b, whose guesswork increases like 1/Ph (b), is Ph (b). Summing over all bins,
we obtain the result above.
Remark 2. The fact that the average guesswork of every bin
scales with its probability, as presented in Corollary 2, leads

to average guesswork over all passwords that scales like 2m
which is larger than 2m·H1/2 (p) .
B. The average guesswork under an offline attack
Theorem 2 (Bounds on the average guesswork under an offline
attack). When the attacker does not know which hash function
hashes the passwords, there are 2H(s)·m−1 bins to which the
passwords are hashed, 1/2 ≤ s ≤ 1, Ph (b) represents drawing m bits i.i.d. Bernoulli(p), and n ≥ (1 + ) · m · log (1/p),
where  > 0, the rate of the average number of guesses
required to find a password that is hashed to any of the bins
to which the passwords are hashed, is bounded by

D (1 − s||p) 0 ≤ 1 − s ≤ p
≤
0
p ≤ 1 − s ≤ 1/2
1
log (E (GAny (B))) ≤ D (s||p) .
(6)
lim
m→∞ m
Proof. The full proof appears in [18] Theorem 3.
Remark 3. Note that the rate at which the upper bounds
on the average guesswork of Theorem 1 and Theorem 2 (i.e.,
under online and offline attacks) are unbounded functions that
increase as p decreases. However, as p decreases, the minimal
size of the input n = log (1/p) · m increases. Hence, the
smaller p is, the more asymptotic the result on the average
guesswork becomes, in terms of the size of the input required
to achieve this average. Moreover, these upper bounds are
achieved when users choose passwords that are hashed to
the least likely bins, in which case finding a password that
is hashed to one of these bins is far harder than in the case
when the hash function is not biased.
Corollary 3 (The most likely average guesswork under offline
attacks). When the attacker does not know which hash function
hashes the passwords, there are 2H(s)·m users, 1/2 ≤ s ≤ 1,
Ph (b) represents drawing m bits i.i.d. Bernoulli(p), and n ≥
(1 + ) · m · log (1/p), where  > 0, the average number of
guesses required to find a password that is hashed to any of the
bins to which the passwords are hashed, can be characterized
as follows.
• The probability that all passwords are hashed to different
bins of type q such that 0 ≤ 1 − s < q ≤ p, decreases
m·(2·H(1−s)−H(q))
H(1−s)·m
like e−2
× 2−m·D(q||p)·2
.
• In this case the average guesswork increases like
2m·(H(q)+D(q||p)−H(1−s)) .
• Furthermore, the most likely type is q = p in which case
the average guesswork is 2m·(H(p)−H(s)) .
• Finally, when p ≤ 1 − s ≤ 1/2 the most likely type is
again q = p, and the rate of the average guesswork is
equal to 0.
Proof. The full proof appears in [18] Corollary 3.
Remark 4 (The effect of bias vs. the effect of the number
of users). The effect of the number of users on the average
guesswork is far worse than the effect of bias, that is, as the
number of users increases the average guesswork decreases
at a higher rate than the one when the number of users

Table I
T HE RATE AT WHICH THE MOST LIKELY AVERAGE GUESSWORK
INCREASES ALONG WITH THE LOWER AND UPPER BOUNDS UNDER AN
OFFLINE ATTACK . N OTE THAT AT p = 1/2 THE BOUNDS MEET.
F URTHERMORE , THIS EXAMPLE ILLUSTRATES THAT INCREASING THE
NUMBER OF USERS HAS A FAR WORSE EFFECT THAN BIAS AS STATED IS
R EMARK 4. N OTE THAT WHEN THE BIAS IS p = 0.45 THE AVERAGE
GUESSWORK IS VERY CLOSE TO ONE .

p, 1 − s
p=1/2, 1 − s = 0
p = 0.45, 1 − s = 0
p = 1/2, 1 − s = 0.2
p = 0.21, 1 − s = 0.1

H (p) − H (1 − s)
1
0.9948
0.2781
0.2725

D (1 − s||p)
1
0.8625
0.2781
0.0622

D (s||p)
1
1.15
0.2781
1.5914

remains constant and bias increases. In order to illustrate
this statement let us focus on the rate at which the most
likely average guesswork increases, H (p) − H (1 − s), where
0 ≤ 1 − s ≤ p (although it holds for the bounds of Theorem
2 as well). First, let us focus on the effect of increasing the
number of users on the average guesswork. The first derivative
of H (p) − H (1 − s) with respect to p is
log2 (p) − log2 (1 − p)

(7)

which is equal to zero at p = 1/2 (i.e., when there is no
bias), In addition, the first derivative around p = 1/2 is very
small and therefore bias has a little effect on the average
guesswork. On the other hand the rate at which the number
of users increases is H (1 − s), and so the average guesswork
decreases linearly with H (1 − s). This in turn shows that
change in bias does not affect the average guesswork to the
same extent as change in the number of users. We illustrate
this observation in Table I.
C. A Concentration Result
Theorem 3 (Concentration result under both online and offline
attacks). When the attacker does not know which hash function
hashes the passwords, there are 2H(s)·m bins to which the
passwords are hashed, 1/2 ≤ s ≤ 1, Ph (b) represents
drawing m bits i.i.d. Bernoulli(p), and
n ≥ (1 + ) · m · log (1/p) the following concentration result
holds for any of the bins to which the passwords are hashed
 

1
log P G (b) ≤ 2(1−1 )·(H(q(b))+D(q(b)||p))·m
− lim
m→∞ m
≥ 1 · log (1/p) ,
(8)
where 0 < 1 < 1 and bin b is of type q (b). This concentration
result applies to the average guesswork of Theorem 2 as well.
Proof. The proof is in [18] Theorem 5.
Remark 5. From Theorem 3 we can state that for any Ph (b)hash function and any bin, the fraction of strategies of guessing passwords one by one, for which the number of guesses
is smaller than 2(1−1 )·(H(q(b))+D(q(b)||p))·m , decreases like
2−1 ·log(1/p)·m ; in addition, for the Ph (b)-set of hash functions, any bin and any strategy of guessing passwords one by
one, the fraction of Ph (b)-hash functions for which the number

of guesses is smaller than 2(1−1 )·(H(q(b))+D(q(b)||p))·m , also
decreases like 2−1 ·log(1/p)·m .
Remark 6. The concentration result of Theorem 3 shows that
the probability mass function of the average guesswork when
cracking password is concentrated around its mean value.
This is in contrast with the average guesswork for guessing a
password [11] in which case the probability mass function is
concentrated around the typical set in the i.i.d. case, whereas
the average guesswork can be derived based on a large
deviations argument [15].
Remark 7. In this work we extend the case of balanced
hash functions to the case when the hash functions are i.i.d.
Bernoulli(p) (e.g., from p = 1/2 to p < 1/2). This in turn
allows us to provide closed form expressions for the average
guesswork across users. However, the results of Lemma 1 do
not require the i.i.d. assumption, and so the results of this work
can be extended to more elaborate scenarios.
V. S UMMARY
In this work we quantify the effect of bias on the guesswork
of hash functions and show that increasing the number of users
has a far worse effect than bias on guesswork.
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